
Hash 2.0  
Self Custody Steps
Acquiring the credentials to enable self custody for Hash assets requires 

the use of the Provenance Wallet. The Provenance Wallet can be 

accessed through the Figure Dashboard (figure.com/dashboard) as 

shown in the following. Figure cannot recommend specific methods for 

self custody but a sound practice here is to store the Private Key string 

and mnemonic offline. 
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Clicking “Connect” brings you to  

the following screen.
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From here you can connect to an existing 

Wallet or as this exercise assumes create  

a new one to export the credentials 

needed for self custody.

Connect provenance wallet

Want more control (and more responsibility)? 
Advanced users can create a Provenance 
Wallet to maintain your own keys.

Connect Wallet
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Clicking “Connect new wallet” brings you to 

the first phase in the process which involves 

setting up a seed phrase (also known as a 

mnemonic) to ensure that there is another 

method to recover your crypto account 

should you lose access to it from your 

browser password manager.
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The next page generates a list of 24 words 

which MUST be recorded and archived in a 

secure fashion.  The seed phrase is the master 

key to the wallet. In the event that your wallet 

is lost or corrupted, the seed phrase can be 

used to recover your account. This seed phrase 

is used to help generate a private key which 

will be used later to sign transactions.
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The next two pages will verify that the 

mnemonic phrase has been recorded correctly 

by requesting the 10th and 20th words in the 

phrase. This exercise is just to ensure proper 

recording measures have been taken.



In the next step you will be asked to create a 

name for your Provenance Wallet and to 

secure it with a password.
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Once you have completed the Wallet naming and 

password process you will be prompted to save 

these credentials to a Keychain if you’re using a 

Mac. If you’re accessing this from another 

computing platform then you will need to manually 

copy the Encrypted private key and save it.  

Please be judicious with the method of archiving 

the private key string as this can be used to 

access your Hash assets. Simple non-technical 

methods such as transcribing these to paper (and 

securing them through traditional custodial 

methods) are seen in the digital asset custody 

community as being a best practice. This 

completes steps needed for self custody of Hash.



Storing Credentials Locally for Provenance Wallet Use:

What follows are steps for Mac users to store digital credentials and keys locally to 

their computer in the MacOS keystore so that subsequent operations with the 

Provenance Wallet for transacting Hash occur seamlessly.
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If you are using a Mac, you can complete the 

flow for ensuring the private key is added to 

your Keychain by copying the encrypted 

private key with the “Copy” button and then 

pasting it into the password field below with 

the “eye” icon as seen below.
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Please ensure that you click “Save” in order to 

complete the registration of your account. If this 

pop-up does not appear, please press the Key 

logo on the top right corner of your browser and 

confirm that the password manager is enabled in 

your browser settings.





Here is the Save pop-up which displays in Chrome. Please select 

“Save” to save your password in the Chrome Password Manager.

Below is the Save pop-up that displays in Safari. Please select 

“Save Password” to save the password to your OS keychain.


